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Data Compliance – A basic guide
The Information Commissioners Office (ICO) can issue monetary penalties of up to £500,000 for serious breaches of the Data Protection Act (DPA) which cause substantial damage or distress and which were either deliberate or reckless. The highest fine to date is £325,000. Compliance with data protection regulations is therefore of even greater importance. This article provides a quick introduction to the basic data protection rules.

What is Personal Data?

The main definition of personal data comes from case law: “Information relates to an individual and affects privacy whether in personal, family, business or professional capacity and must be of biographical nature”.
Data is personal if an individual can be recognised. Where personal data is kept in a relevant filing system (i.e. where information is readily accessible), whether it is computerised or paper files, the DPA will apply.

Stricter rules apply for sensitive data. Whether data is sensitive will be assessed on the circumstances, including in particular the purpose for which the data is being processed. Examples include:

· Race
· Political opinions
· Health
· Sexual life
· Religious or other similar beliefs
· Trade union membership
· Criminal Records
Any party controlling or processing data should notify the ICO. There is a straight forward online form process costing £35 per year (unless you have 250 or more members of staff and turnover of over £25.9 million, in which case the cost is £500 per year). 
Data Protection Principles

The eight rules set out under the DPA are that:

· Personal data shall be processed fairly and lawfully. 

· Personal data may only be collected and used for specified lawful purposes.

· Personal data shall be adequate, relevant and not excessive.
· Personal data shall be accurate and up to date.
· Personal data shall not be kept for longer than is necessary.
· Personal data shall be processed in accordance with the rights of data subjects.
· Appropriate and technical measures shall be taken against unauthorised or unlawful processing and against accidental loss, destruction or damage.
· Personal data shall not be transferred to a country or territory outside the EEA unless it ensures an adequate level of protection.
Before processing any personal data, one or more of the following should apply:

· You have consent from data subject, ideally express. Opt-in (not pre-ticked) boxes should be used. 

· It is necessary: 
· for compliance with a legal obligation (not contractual obligations);
· to protect the vital interest of the data subject; 
· for administration of justice or a relevant public body; or 

· for legitimate interests. 
For sensitive data the following should apply:

· Appropriate safeguards are maintained.
· Consent must be explicit or it is in the vital interest of the data subject or third party. 
· It is not processed or disclosed to third parties without consent, unless:
· the data subject has deliberately made data public; or
· it is necessary for: 
· prevention of fraud;
· medical purposes; or 
· racial or ethnic equality review.
Personal data should not be transferred out of the EEA unless:

· Consent has been given or it is in the vital interest of the data subject or third party;
· The transfer is necessary: 
· for the performance of a contract or for taking steps at the request of data subject with a view to entering a contract with the data controller; or
· for the conclusion or performance of contract with third party which is entered at the request of data subject and is in the interests of data subject;
· There is a substantial public interest;
· It is for legal proceedings or advice; or
· The transfer or transfer terms have been approved or authorised by Information Commissioner to ensure adequate safeguards. 

Data Security

The DPA requires procedures and technologies to maintain the security of all personal data from the point of collection to the point of destruction and to guarantee the confidentiality, integrity and availability of the personal data. You should have procedures relating to: 

· Entry controls. 

· Secure lockable rooms and filing cabinets and cupboards. 

· Methods of disposal. Paper documents should be shredded. Floppy disks and CD-ROMs should be physically destroyed when they are no longer required.

· Equipment including avoiding unauthorized access, with password protection and encryption where appropriate.

Conclusion

Given the scope of the DPA and the possible sanctions enforceable by the ICO, we recommend that you maintain, publish and follow clear data protection and privacy policies.

For further information or advice please contact Jason Smith (0161 836 8800, jason.smith@brabnerscs.com) at Brabners Chaffe Street LLP.
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