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Does the phrase ‘data protection’ make you shudder? We have had data protection legislation for decades but in more recent times the profile of this growing area of law has come to the fore. 

No doubt part of the explanation for this stems from the Information Commissioners Office being granted the power in April 2010 to impose financial penalties of up to £500,000.00 for any breaches of the Data Protection Act 1998. 

Since that time, the ICO has dealt out hundreds of thousands of pounds worth of fines to organisations across the Country.

Public bodies hold a huge amount of personal data about all of us, making compliance with the Act all the more relevant to them.

Unfortunately, public bodies do not always get it right and there have been numerous penalties issued against such organisations for breaches of the Act. 

The majority of these breaches flow from poor data security procedures leading to loss of personal data or poor internal policies leading to complacent e-mailing or faxing of personal data to the wrong recipients. 

In reality, we should all expect organisations to be extremely careful with the personal data we have entrusted them with. It should not be abused, mismanaged or lost through careless practices and lack of awareness. Looking after personal data is of course only one aspect of the obligations the Act imposes upon organisations. 

The Act gives us as individuals the right to obtain from organisations the personal data they hold about us. This right places a further obligation upon organisations to have in place systems to deal with these ‘subject access requests’ in accordance with the requirements of the Act, to include the 40 day timescale stipulated. 

Subject access requests are an area where organisations need to be particularly careful. Who is likely to make a subject access request? In many instances we would suggest a disgruntled individual is a prime candidate to make a subject access request perhaps to uncover a perceived injustice, to collect information to use in a legal claim against your organisation or to simply cause as much inconvenience as possible.

In short, whatever the reason for the request, it is vitally important the request is recognised as such, processed accordingly and the personal data provided in response to the request meets the statutory obligations and does not open up the organisation to other breaches, e.g. by sending out personal data about others in error.

If the requestor is already unhappy with the organisation, they will be even more upset if their subject access request is not handled appropriately and will be much more willing to raise their complaints with the ICO for investigation. 

Fortunately, the ICO has now issued a new code of practice for organisations to follow when dealing with subject access requests. This guidance can be found at www.ico.gov.uk and for the first time brings together former guidance which was previously quite fragmented and difficult to follow. 

Despite issuing the new guidance in August this year, organisations are already falling foul of the guidance and have attracted the attention of the ICO.

It is thus crucial organisations keep under review their subject access request policies (or implement them!) to ensure compliance with the new guidance. Dolmans are of course on hand to provide any assistance you may require in this regard.

Data protection is a global issue with differing attitudes to data protection around the globe. UK legislation is very much driven by our membership of the EU. The proposed reforms to the EU Data Protection Framework demonstrates the direction of data protection development in an ever evolving technological world.

Amongst a whole plethora of areas, the reforms aim to make Privacy Impact Assessments (PIA’s) mandatory for certain organisations whereas, at present, the undertaking of such assessments are merely recommended by the ICO, not compulsory. 

What are PIA’s and how are they relevant to an organisation?

A PIA is an exercise separate from any other risk management analysis to specifically assess the likely impact a proposed project will have on the privacy of individuals about whom the organisation holds personal data.

So if a new IT system / database is being installed or a new scheme for monitoring staff is being implemented, organisations should, at the outset, conduct a PIA to ensure the project is designed to comply with the Data Protection Act in all aspects, i.e. you are able to use the personal data in the way the project desires without breaching your fair processing obligations and data security is fully considered etc.

The purpose of undertaking a PIA at the commencement of any project is to inform the project from the outset rather than having to make changes part way through and thus incur the additional time and financial costs of doing so.

A PIA should be used to justify (from a data protection point of view) the project you are implementing. For example, the ICO has recently ordered a Police Constabulary to stop using automatic number plate recognition cameras at all road access points into and out of a town centre as the ICO considered the collection of such personal data could not be justified. 

The ICO found the Constabulary had not undertaken an adequate PIA and could not therefore justify the collection of such personal data.  

Whilst the above example applies to the police, what about the installation of a CCTV system at your premises recording the comings and goings of staff and members of the public? A PIA should be undertaken. The ICO has issued specific CCTV guidance, which can be found on their website. 

In 2007, the ICO issued a handbook to assist organisations with PIA’s. Over time, this guidance has been seen as rather clunky and not always straightforward to apply. 

To remedy this, the ICO is currently consulting on a new PIA Code of Practice, a draft of which can be found by entering ‘PIA’ into the search engine on the ICO website.

Consultation on the new Code of Practice closes on 5th November 2013. 

As the profile of data protection rises and the powers of the ICO continue to grow, it is vital for organisations to continually review their data protection policies and practices to ensure compliance. 

Breaches of the Act are frequently publicised and can often lead to reputational damage as well as financial or other penalties. 

The team at Dolmans are on hand to assist organisations with any data protection concerns or difficulties they may have. 

For further information about any of the issues raised in this article please contact our Paul Veysey at paulv@dolmans.co.uk
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